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Abstract: As cross-chain technologies enable interactions among different blockchains (hereinafter “chains”), multi-chain consensus 
is becoming increasingly important in blockchain networks. However, more attention has been paid to single-chain consensus 
schemes. Multi-chain consensus schemes with trusted miner participation have not been considered, thus offering opportunities 
for malicious users to launch diverse miner behavior (DMB) attacks on different chains. DMB attackers can be friendly in the 
consensus process on some chains, called mask chains, to enhance their trust value, while on others, called kill chains, they engage 
in destructive behaviors on the network. In this paper, we propose a multi-chain consensus scheme named Proof-of-DiscTrust 
(PoDT) to defend against DMB attacks. The idea of distinctive trust (DiscTrust) is introduced to evaluate the trust value of each 
user across different chains. The trustworthiness of a user is split into local and global trust values. A dynamic behavior prediction 
scheme is designed to enforce DiscTrust to prevent an intensive DMB attacker from maintaining strong trust by alternately 
creating true or false blocks on the kill chain. Three trusted miner selection algorithms for multi-chain environments can be 
implemented to select network miners, chain miners, and chain miner leaders, separately. Simulation results show that PoDT is 
secure against DMB attacks and more effective than traditional consensus schemes in multi-chain environments.
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1  Introduction

Blockchain, originally devised for Bitcoin (Naka‐
moto, 2008), has evolved into a well-studied status in 
both industry and academia. It has had a revolutionary 
impact on all sectors of the industry (Sharma et al., 
2019). In contrast to cloud computing (Xiong et al., 
2012), blockchain is helpful in achieving decentraliza‐
tion. It also has numerous other benefits (Chen et al., 

2021), such as persistence, pseudonymity, and auditabil‐
ity. Blockchain has been applied to many fields, includ‐
ing financial services (Peters et al., 2015), medicine 
(Azaria et al., 2016), Internet of Things (Hewa et al., 
2020), intelligent transportation systems (Chaudhary 
et al., 2019), e-government (Hou, 2017), smart adver‐
tising networks (Liu et al., 2021), and smart cities 
(Kumar et al., 2021).

Cross-chain (Buterin, 2022) has gradually become 
the focus of research, aiming to build reliable interac‐
tion channels between different blockchains (herein‐
after “chains”). Some cross-chain technologies have 
appeared (see supplementary materials, Section 1.1) 
which connect decentralized blockchain ecological 
islands and have become a bridge link for overall block‐
chain expansion (Herlihy, 2018; Borkowski et al., 2019; 
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He et al., 2020). While cross-chain facilitates interac‐
tions between different chains, it enables multi-chain 
consensus, which is increasingly critical in blockchain 
networks.

One of the cores of blockchain technology is the 
consensus scheme. In blockchain networks, blocks can 
be validated, shared, synchronized, and created across 
users via a peer-to-peer decentralized consensus scheme 
(Shi et al., 2008). The users responsible for creating 
blocks in the consensus scheme are called miners. 
Many researchers have tried to improve the consensus 
mechanism (see supplementary materials, Section 1.2). 
Consensus mechanisms with a focus on fair participa‐
tion of multiple miners have also emerged (Castro and 
Liskov, 2002; Buchman, 2016; Alzahrani and Bulusu, 
2018; Frankenfield, 2023). One of the most impor‐
tant properties of a blockchain platform is its security 
(Ding et al., 2021). At present, most trust manage‐
ment mechanisms focus mainly on the enhancement of 
the robustness of the whole network’s security (Zhang 
et al., 2018). To detect malicious users, trust manage‐
ment can be introduced to estimate whether a user 
is honest based on his/her historical behavior. Thus, 
miners can be selected to participate in the consen‐
sus scheme according to their trust values.

However, most consensus schemes are based on 
a single-chain mode and universal trust evaluation. 
This may provide opportunities for malicious users 
in a multi-chain consensus scheme. When there are 
multiple chains in a blockchain network, some min‐
ers may exist on all chains so that they can simultane‐
ously process different businesses on different chains. 
This can help them grasp all information or dispatch 
different tasks. Once these users are attacked or even 
hijacked, it is possible for malicious users to wreak 
havoc on one chain if the high trust value generated 
by their honest behavior on another chain is univer‐
sal across the network. That is, malicious users may 
launch diverse miner behavior (DMB) attacks on dif‐
ferent chains.

In this paper, we propose a multi-chain consensus 
scheme called Proof-of-DiscTrust (PoDT) along with a 
proof-of-concept blockchain design to defend against 
DMB attacks. The main contributions of this paper are 
as follows:

1. We conduct an in-depth investigation of DMB 
attacks. According to the strategy of DMB attacks, the 

chains in the network can be divided into kill chains and 
mask chains. The basic idea of DMB is as follows: 
DMB attackers may behave differently on different 
chains. They can be friendly in the consensus process of 
mask chains to enhance their trust value and main‐
tain honest miners, while in kill chains they engage 
in behaviors that undermine the consensus process. 
Specifically, normal DMB attackers exploit the high 
trust values achieved from mask chains to engage 
in sabotage on kill chains. Further, intensive DMB 
attackers maintain high trust values by alternately cre‐
ating true or false blocks on kill chains, which would 
make them hard to detect in the consensus scheme.

2. We introduce the idea of distinctive trust (Disc-
Trust) to evaluate the trust value of each user across 
different chains. The trustworthiness of a user is split 
into local and global trust values. The evaluation of 
the local trust value for a user is bound to each chain. 
A high local trust value for a user simply indicates 
that he/she is trusted on one chain rather than all chains. 
A user is recognized as honest only if both the local 
trust values and the global trust value associated with all 
chains are high. Normal DMB attackers can be detected 
due to their low local trust values on the kill chains.

3. We propose a dynamic behavior prediction 
(DBP) scheme based on DiscTrust. An additional side 
chain is used to store the experience of users on all 
chains. Because support vector machine (SVM) is 
highly accurate and fast in dichotomy prediction, it 
is well suited to DBP. By analyzing the experience 
of a user, a predictive model can be constructed by 
combining the Lagrangian multipliers into an objec‐
tive function to predict a user ’ s dynamic behavior 
on a kill chain. If the prediction result is +1, inten‐
sive DMB attackers can be detected.

4. We design three algorithms to select trusted 
miners for a multi-chain environment. The global trust 
value is used to design the algorithm for the selection 
of trusted network miners. Only after a user has been 
selected as a network miner, will he/she be eligible 
for selection as a chain miner who has the authority 
to create blocks in the consensus scheme. A chain 
miner who can be trusted on one chain may not be 
trusted on another. In this way, both local trust values 
and DBP are used to design algorithms for selecting 
trusted chain miners on a chain. To confirm block 
validation, the last algorithm is designed to periodically 
elect the leader of the chain miners.
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2  Overview of diverse miner behavior attacks

When a trust management system is used in block‐
chain networks, false block threats can be easily sup‐
pressed if ordinary attackers always create false blocks 
against the consensus scheme (see supplementary mate‐
rials, Section 1.3). This is because they will obtain a 
low trust value when they always create false blocks. 
To avoid the detection of trust management systems, 
attackers will change their strategies.

The advent of multiple chains may offer attackers 
new attack opportunities. DMB attacks are applicable 
under three key conditions: (1) each user in a block‐
chain network has the opportunity to act as a miner, 
(2) the traditional single-chain thinking mode makes 
the trust value universal in the whole blockchain net‐
work, and (3) no measures are adopted to evaluate 
the trust value of each user across different chains.

In short, an ordinary attacker would break the con‐
sensus scheme on all chains, whereas a DMB attacker 
may exhibit diverse consensus behaviors on different 
chains.

In general, DMB attackers divide the chains in the 
network into kill chains and mask chains to implement 
their attack strategy.

1. Kill chains: The kill chains are the chains whose 
consensus scheme is the destruction target of DMB 
attackers.

2. Mask chains: The mask chains are the chains 
where DMB attackers can be friendly in the consen‐
sus process to enhance their trust value. By disguis‐
ing themselves as honest miners, they can undermine 
the consensus process of kill chains.

DMB attacks can be launched based on two aspects 
of threats: normal and intensive. Normal DMB attack‐
ers always behave viciously on kill chains, whereas 
intensive DMB attackers maintain high trust by alter‐
nately creating true or false blocks on kill chains.

DMB attackers are extremely sensitive to their 
trust value. They begin to launch DMB attacks under 
the constraint:

ì
í
î

ïï

ïï

gt i⩽θ + ξ1¾®¾¾
launch

normal DMB attack,

lt ij⩽θ + ξ1¾®¾¾
launch

intensive DMB attack.
(1)

The strategy of DMB attacks is shown in Fig. 1. 
Assume that Ui is one of the DMB attackers, gti the 

global trust value of Ui, and ltij the local trust value 
of Ui corresponding to the jth chain (Chainj). As each 
gti∈[0, 1] or ltij∈[0, 1], the threshold of the trust value 
(θ) is usually set to a moderate value, such as 0.5, 
which can be calculated when tru=fal (see supplemen‐
tary materials, Eq. (S3)). When gti⩽θ+ξ1, Ui will launch 
normal DMB attacks to enhance his/her global trust 
value on mask chains. Here, ξ1 is the trust value warn‐
ing line. It is too late to increase the trust value when 
gti⩽θ. This attack pattern will continue until gti⩾θ+ξ2 
(ξ2 is the high trust line). During θ+ξ1⩽gti⩽θ+ξ2, Ui 
will launch normal DMB attacks to undermine the 
consensus process of kill chains since Ui can be dis‐
guised as an honest miner.

If ltij is introduced, Ui cannot engage in sabotage 
on the kill chains with intensive DMB attacks. Ui may 
get crafty and adopt normal DMB attacks to obtain an 
opportunity to be destructive on kill chains. Assuming  
that Chainj is a kill chain, Ui will launch intensive 
DMB attacks to enhance his/her local trust value on 
Chainj when ltij⩽θ+ξ1. This attack pattern will contin‐
ue until ltij⩾θ + ξ2. During θ + ξ1⩽ltij⩽θ + ξ2, Ui will 
launch intensive DMB attacks to undermine the con‐
sensus process of Chainj.

3  Our proposed PoDT scheme

To select trusted miners in multi-chain environ‐
ments, we propose a multi-chain consensus scheme 
named Proof-of-DiscTrust (PoDT).

3.1  Design idea

Some negotiation rules are necessary to achieve 
a fast and efficient consensus scheme in a distributed 
manner (Feng et al., 2020). To construct a better multi-
chain consensus scheme, the following negotiation 
rules should be applied:
Rule 1    The global trust value is used to select 
and update network miners (Θnet), while the local 
trust value is used to select and update chain min‐
ers (Θchain).
Rule 2    The number of members is |Θnet|>n/2, where 
n is the number of users in the network.
Rule 3    The number of members is |Θchain| >m/2, 
where m is the maximum number of active users in a 
blockchain.
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Rule 4    Only after a user has been selected as a net‐
work miner, will he/she be eligible for selection as a 
chain miner.
Rule 5    Only chain miners have the authority to 
create blocks in the consensus scheme.
Rule 6    Chain miners who can be trusted on one 
blockchain may not be trusted on another.
Rule 7    A round of block creation is usually made 
up of block generation, block validation, and block 
acceptance.
Rule 8    In a round of block creation, several chain 
miners are first randomly selected to be responsible 
for block generation, and then several are randomly 
selected to perform block validation.
Rule 9    On each blockchain, a chain miner leader 
shall be elected periodically to accept and broadcast 
confirmation of block validation.

With the negotiation rules, the architectural view 
of PoDT is shown in Fig. 2. To suppress DMB attacks, 
we design PoDT based on two-level defense.

In the first-level defense, DiscTrust is introduced 
to defend against normal DMB attacks. DiscTrust 
divides a user’s trust values into global trust values 
and local trust values. Although the global trust value 
of normal DMB attackers is higher than the threshold, 
their local trust value in kill chains will be lower than 
the threshold. Therefore, DiscTrust can effectively 
detect normal DMB attackers. If the global trust value 
is smaller than the threshold, DiscTrust can also be 
used to detect ordinary attackers.

Nevertheless, the local and global trust values of 
intensive DMB attackers are both higher than the thresh‐
old, so they may not be detected. Supported by Disc‐
Trust, the second-level defense can collect the dynamic 

Fig. 1  Strategy of diverse miner behavior (DMB) attacks
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changes of the local and global trust values of users, 
and the proposed DBP scheme can be used to detect 
intensive DMB attackers and prevent kill chains from 
becoming their victims.

On this basis, trusted miner selection in a multi- 
chain environment can be achieved in a round of block 
creation.

3.2  Distinctive trust evaluation

Normal DMB attackers fake blocks on kill chains 
and create true blocks on mask chains to boost their 
trust value. In the DiscTrust scheme, our design idea 
is that the trust value of each user should be evaluated 
by his/her previous behavior on various chains. The 
DiscTrust scheme is built with three functional mod‐
ules: local distinctive trust evaluation, global distinc‐
tive trust evaluation, and normal DMB attacker detec‐
tion (Fig. 3).

1. Local distinctive trust evaluation
In the DiscTrust scheme, the result of trust evalu‐

ation for various chains is not a single value, but a set 
of local trust values. Taking the ith user (Ui) as an ex‐
ample, the local trust value of Ui corresponding to 
the jth blockchain (Chainj) can be evaluated as

lt ij =
tru ij + θ

tru ij + fal ij + 1
, (2)

where truij and falij denote the numbers of honest and 
false blocks created by Ui for Chainj, respectively. 
When truij=falij=0, Ui is a newcomer and his/her local 
trust value is set to the threshold. Thus, the newcom‐
er would have a chance to participate in the consen‐
sus scheme of Chainj, and then his/her local trust val‐
ue will be changed based on his/her future behavior.

Similarly, we can evaluate the local trust value 
of Ui for all chains in the network, and thus generate 
a trust vector for Ui, which can be expressed as

LT i = [ lt i1, lt i2, ⋯, lt ih ] . (3)

Fig. 3  Functional modules in the DiscTrust scheme

Fig. 2  Architectural view of Proof-of-DiscTrust (PoDT)
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In a blockchain network, the trust vectors of all 
users can be formed into a matrix LTn×h, where n is 
the number of users and h is the number of chains in 
the network:

LTn×h=

é

ë

ê

ê

ê
êê
ê

ê

ê ù

û

ú

ú

ú
úú
ú

ú

ú
lt11 lt12 ⋯ lt1h

lt21 lt22 ⋯ lt2h⋮ ⋮ ⋮
ltn1 ltn2 ⋯ ltnh

. (4)

2. Global distinctive trust evaluation
To analyze the holistic behavior of a user for all 

chains, the global trust value of the user correspond‐
ing to all chains should be considered. Again, using 
Ui as an example, the global trust value of Ui corre‐
sponding to all chains can be evaluated as

gt i=
tru i + θ

tru i + fal i + 1
, (5)

where tru i=∑j = 1

h tru ij and fal i=∑j = 1

h fal ij.

For all users, Ξ denotes the set of their global 
trust values, which are extremely valuable for trusted 
network miner selection.

3. Normal DMB attacker detection
To detect normal DMB attackers effectively, the 

trust state division of a user should be considered 
through the global trust value and the number of low 
local trust values (λ).

Ui and λi can be counted with Algorithm 1.

With (gti, λi), the trust state of Ui can be divided 
into four categories:

1. Trustworthy state (gti⩾θ && λi==0)
This state shows that Ui always creates true blocks 

for all chains. His/her blocks can be accepted in the 
current chain.

2. Low-risk state (gti⩾θ && λi⩾1)
This state shows that Ui creates false blocks for 

a small number of chains. Ui must be rejected to par‐
ticipate in the consensus scheme of Chainj for ltij<θ.

3. Medium-risk state (gti<θ && λi⩾1)
This state shows that Ui creates false blocks for 

most chains. Ui must be rejected to participate in the 
consensus scheme of Chainj for ltij<θ. Meanwhile, his/
her blocks should be rejected since his/her trust state 
might be converted to the high-risk state.

4. High-risk state (gti<θ && λi==h)
This state shows that Ui always creates false blocks 

for all chains. His/Her blocks must be rejected in the 
current chain.

Based on the four categories of the trust state, 
Algorithm 2 is designed to separate the set of users (Φ) 
into four clusters to detect normal DMB attackers in 
the current chain.

Both Φ2 and Φ3 are sets of normal DMB attack‐
ers. Φ1 is the set of honest miners and Φ4 the set of 
malicious attackers who always create false blocks on 
all chains.

3.3  Dynamic behavior prediction

Intensive DMB attackers maintain high trust by 
alternately creating true or false blocks on kill chains, 
which may allow them to be hided in Φ1. By analyz‐
ing the experience of Ui, the DBP scheme can predict 

Algorithm 1 Count λi

Input: LTi

Output: λi

 1: Initialize λi=0

 2: for each ltij∈LTi (1⩽i⩽h) do

 3: if ltij<θ then

 4:  λi=λi+1

 5: end if

 6: end for

Algorithm 2 Normal DMB attacker detection

Input: Φ

Output: Φ1, Φ2, Φ3, Φ4

 1: Initialize Φ1=Φ2=Φ3=Φ4=∅
 2: for each Ui∈Φ do

 3: Observe gti and λi

 4: if gti⩾θ && λi==0 then

 5:  Φ1={Ui}Φ1

 6: else if gti⩾θ && λi⩾1 then

 7:  Φ2={Ui}Φ2

 8: else if gti<θ && λi⩾1 then

 9:  Φ3={Ui}Φ3

10: else if gti<θ && λi==h then

11:  Φ4={Ui}Φ4

12: end if

13: end for
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his/her dynamic behavior on a kill chain such as 
Chainj, and thus detect whether Ui is an intensive 
DMB attacker.

With the function that the blockchain can securely 
maintain transactions and records (Gupta et al., 2019), 
an additional side chain is used to store the experi‐
ence of users for all chains (Fig. 4). The experience 
stored in the side chain is shown in Table 1.

After a round of new block creation, a lot of useful 
data are generated, including the local and global trust 
values of the miners who have created the block and 
the accuracy of block creation. These data can be col‐
lected and backed up to the side chain through cross-
chain interaction technology.

The trusted miners are in charge of the side chain 
because they are trustworthy no matter on which 

chain they are. The data can be stored in the blocks 

of the side chain. For example, if a miner proposes a 

new block, the miner’s identity (ID) and the chain’s 

ID should be recorded in the block header, and the 

miner’s trust value will be stored in the block body. 

The trust history data of the miner can be found 

quickly when they are needed urgently. Generally, 

the block generation rate and query efficiency are low 

when data are stored based on the upper block capac‐

ity limit. So, we consider storing data according to 

miners. Although this will make the blockchain longer, 

the storage capacity of each block is small, usually 

less than 1 MB (Zheng et al., 2018), which will not 

increase the overload on the server that deploys the 

side chain. Moreover, the longer the blockchain, the 

more difficult it is to tamper with. Blocks can be cre‐

ated faster and the query efficiency is higher. When‐

ever a new block is created, the trust value of each 

miner will be updated accordingly and transmitted to 

the side chain through the cross-chain protocol and 

packaged into a block. The miner’s latest trust value 

can be quickly obtained just by searching the last 

block of the side chain.

The side chain can be regarded as the sharing link 

of experience generated by the users’ activities on 

each blockchain. When it is necessary to judge wheth‐

er Ui on Chainj is an intensive DMB attacker, DBP 

can access Ui’s experience from the side chain through 

cross-chain interaction as predictive support.

In addition, once the newly created block is broad‐

cast to all the users on Chainj, those users provide feed‐

back on the block’s authenticity and upload it to the 

sidechain. Fk
ij is the feedback from other users on the 

kth block created by Ui on Chainj and can be used to 

adjust the DBP scheme and improve its accuracy.

Data prediction is helpful in dealing with the ab‐

normal condition (Cheng et al., 2019). In our DBP 

scheme, we need only a binary prediction result. 

SVM is highly accurate and fast in dichotomy predic‐

tion, so it could be well suited to predicting trusted 

users or intensive DMB attackers. The preliminaries of 

SVM are given in Section 1.4 of the supplementary 

materials.

In the DBP scheme, the experience (ψT) for SVM 

can be described as

Table 1  Experience stored in the side chain

Parameter

ltij

gti

ti

fi

Lj

Nj

Fk
ij

Description

Local trust value of Ui corresponding to Chainj

Global trust value of Ui

Number of true blocks created by Ui

Number of false blocks created by Ui

Length of Chainj

Number of active users on Chainj

Feedback to the kth block created by Ui on Chainj

Fig. 4  Architectural overview of dynamic behavior prediction 
(DBP)
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ì
í
î

ïï

ïï

ψT x + γ = 0,

ψT = ( )lt ij, gt i, ti, fi, Lj, Nj, F
k
ij .

(6)

The user type can be represented as

pij =
ì
í
î

+1, Ui is an intensive DMB attacker,

−1, Ui is a trusted user.
(7)

Thus, the two sides of the hyperplane can be 
divided into two different types of users represented by

ì
í
î

ïï
ïï

ψT x + γ⩾+1, pij = +1,

ψT x + γ⩽−1, pij =−1.
(8)

The distance (d) between the data points and the 
hyperplane can be calculated as

ì

í

î

ï
ïï
ï

ï
ïï
ï
ï
ï

d =
||ψT x + γ

 ψ
,

 ψ = lt2
ij + gt2

i + t 2
i + f 2

i + L2
j + N 2

j + ( )F k
ij

2

.

  (9)

By introducing the Lagrangian multiplier meth‐
od, the objective function can be expressed as

L (ψ, γ, μr ) =
1
2
 ψ 2

+∑
r = 1

s

μr( )1 − pij( )ψT xr + γ .  (10)

Let 
∂L

∂ψT
=0 and 

∂L
∂γ =0. We can obtain

ì

í

î

ï
ïï
ï

ï
ïï
ï

ψ =∑
r = 1

s

μr pr
ij xr ,

∑
r = 1

s

μr pr
ij = 0.

(11)

Let ψT xq+γ=1 or ψT xq+γ=−1. Then according to 

Eq. (8), we can obtain ψT xq+γ=pq
ij.

Further, γ can be expressed as

γ = pq
ij − ψT xq = pq

ij − ∑
q = 1

s

μq pq
ij xq xq. (12)

ψT and γ can be used to make the optimal hyper‐
plane selection. In the DBP scheme, s=7.

Substituting ψT and γ into Eq. (10), the predic‐
tion model can be built as follows:

f ( x ) =
1
2
 ψ 2

+∑
r = 1

s

μr( )1 − pij( )ψT xr + γ

=
1
2
 ψ 2

+∑
r = 1

s

μr (1 − pij(ψT xr + pq
ij

− ))∑
q = 1

s

μq pq
ij ( xr xq )

=
1
2
 ψ 2

+∑
r = 1

s

μr (1 − pij(∑r = 1

s

μr pr
ij xr xr

))+pq
ij − ∑

q = 1

s

μq pq
ij xr xq  .

(13)

With this model, the predicted value pij belong‐
ing to a user can be obtained by inputting the user data 
characteristics.

Let Φ5 denote the set of intensive DMB attackers 
on Chainj. Algorithm 3 can be performed to detect 
intensive DMB attackers.

3.4  Trusted miner selection in a multi-chain envi‐
ronment

Current mainstream consensus protocols generally 
require more than 51% of users perform miner du‐
ties. At the beginning of the network, the first miner 
could be randomly generated. Once there is a history 
of behaviors, honest users should be selected as trusted 
miners. Fig. 5 shows the relationship of trusted miner 
selection.

Algorithm 3 Intensive DMB attacker detection

Input: Φ1, ltij, gti, ti, fi, Lj, Nj, F
k
ij

Output: Φ5

 1: Acquire users’  experience from the side chain

 2: Extract ψT and γ from the experience

 3: Construct f ( x ) =
1
2
 ψ 2

+∑
r = 1

s

μr( )1 − pij( )ψT xr + γ

 4: Export the prediction model

 5: for each Ui∈Φ1 do

 6: Enter (ltij, gti, ti, fi, Lj, Nj, F
k
ij) into the prediction model

 7: Obtain pij

 8: if pij==+1 then

 9:  Φ5={Ui}Φ5

10: end if

11: end for
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Algorithm 4 can be triggered to select trusted net‐
work miners (Θnet) from the entire network of users (Φ).

Trusted network miner selection should be a dy‐
namic updating process. Once gti<θ, Ui will be removed 
from Θnet. When |Θnet|⩽n/2 due to the removal of unquali‐
fied miners, Algorithm 4 must be triggered again.

In our consensus scheme, only the chain miners 
(Θchain) selected from Θnet have the authority to create 
blocks. Taking Chainj as an example again, Λj denotes 
the set of active users who often participate in Chainj 

activities. Since the number of active users is dynamic, 
the maximum number of active users over a period 
of time can be used to measure the required number 
of chain miners. That is, |Θj

chain|>m/2, where m denotes 
the maximum number of active users in a blockchain.

In a round of block creation, Algorithm 5 can be 
performed to select trusted chain miners (Θj

chain) on 
Chainj.

Algorithm 4 Trusted network miner selection

Input: Φ, Ξ

Output: Θnet

 1: for each Ui∈Φ do

 2: if gti⩾θ then

 3:  Θnet={Ui}Θnet

 4: end if

 5: end for

 6: repeat

 7: if |Θnet|⩽n/2 then

 8:  Randomly select a user Up from Φ

 9:  Θnet={Up}Θnet

10: end if

11: until |Θnet|>n/2

Fig. 5  Relationship of trusted miner selection

Algorithm 5 Trusted chain miner selection on Chainj

Input: Λj, Θnet, LTn×h

Output: Θj
chain

 1: for each Ui∈Λj do

 2: if Ui∈Θnet then

 3:  Perform Algorithm 3

 4:  if pij==−1 && ltij⩾θ then

 5:   Θj
chain={Ui}Θj

chain

 6:  end if

 7: end if

 8: end for

 9: repeat

10: if |Θj
chain|⩽m/2 then

11:  Randomly select a user Uq from Λj

12:  Θj
chain={Uq}Θj

chain

13: end if

14: until |Θj
chain|>m/2
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After a block is created, the chain miner leader 
shall be elected periodically to confirm the block vali‐
dation and accept it. Algorithm 6 can be performed to 
elect and update the chain miner leader (Lj) on Chainj.

When falij⩾1 or the lifetime of Lj has expired, 
Algorithm 6 must be triggered again to update the 
chain miner leader.

4  Security analysis

In addition to DMB attacks, our PoDT scheme 
can defend against denial-of-service, spoofing, eclipse, 
and replay attacks. The security analysis against these 
threats is as follows:
Challenge 1    Malicious users may launch DMB 
attacks on different chains to undermine the consen‐
sus process. DMB attackers can be friendly in the 
consensus process of mask chains to enhance their 
trust value and maintain honest miners, while in kill 
chains they engage in behaviors that undermine the 
consensus process.
Lemma 1    PoDT is resistant to DMB attacks.
Proof    In our PoDT scheme, we introduce Disc‐
Trust to evaluate the local and global trust values of 
each user across different chains. Normal DMB at‐
tackers can be detected due to their low local trust 
value on kill chains. We also propose a DBP scheme 
based on DiscTrust. Intensive DMB attackers can be 
detected when the prediction result is +1.
Challenge 2    After a block is created on a chain, the 
chain miner leader is responsible for confirming block 

validation and accepting it. When a chain miner leader 
processes block creation many times, he/she may be 
located by malicious users and paralyzed through 
denial-of-service attacks, thus making block creation 
in the consensus process impossible.
Lemma 2    PoDT is resistant to denial-of-service attacks.
Proof    In our PoDT scheme, chain miners are not 
fixed in different chains, but dynamically elected and 
updated by Algorithm 6. We can set the maximum 
waiting time for block creation. If the response time of 
the chain miner exceeds the maximum waiting time, 
the smart contract will automatically call Algorithm 6 
to elect a new chain miner leader.
Challenge 3    Malicious users infiltrate the miners 
and then submit false blocks through spoofing attacks 
to disrupt the consensus process.
Lemma 3    PoDT is resistant to spoofing attacks.
Proof    In our PoDT scheme, trust management is 
adopted to suppress spoofing attacks. We can elimi‐
nate fake block creators from the ranks of miners us‐
ing the trust value computation. A user is recognized as 
honest only if both the local and global trust values as‐
sociated with all chains are high.
Challenge 4    After locating the chain miner leader, 
malicious users take advantage of the peer-to-peer char‐
acteristics of blockchain networks to control the sur‐
rounding neighbor nodes, making them isolated and 
unable to forward block validation and accept mes‐
sages through routing, thus disrupting block creation.
Lemma 4    PoDT is resistant to eclipse attacks.
Proof    In our PoDT scheme, the chain miner leader 
is dynamically elected and updated by Algorithm 6. 
We can ask each miner to send a reachable detection 
message to the chain miner leader before packing a 
new block. If a timely reachable response is returned, 
the new block is submitted to the chain miner leader 
for verification and acceptance. If an unreachable 
response is returned, the smart contract will automati‐
cally call Algorithm 6 to elect a new chain miner 
leader.
Challenge 5    When a new block is created, malicious 
users use the network delay to impersonate the chain 
miner and submit false blocks through replay attacks.
Lemma 5    PoDT is resistant to replay attacks.
Proof    In our PoDT scheme, ID-based signatures 
can be used for message interactions between the 
chain miner leader and miners in block creation. Along 

Algorithm 6 Chain miner leader selection
Input: Θj

chain

Output: Lj

 1: Initialize the set of chain miner leader ΘL=∅
 2: for each Ui∈Θj

chain do

 3: if falij==0 then

 4:   ΘL={Ui}ΘL

 5: end if

 6: end for

 7: for each Ui∈ΘL do

 8: if ltij is the maximum local trust value from ΘL then

 9:   Lj=Ui

10: end if

11: end for
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with embedding the message timestamp, each chain 
miner loads a digital signature when submitting a new 
block. The private key is used to generate signatures 
and the public key is used to verify signatures.

5  Simulation analysis

5.1  Simulation setup

The performance of the proposed PoDT consen‐
sus scheme was analyzed through simulations using 
Python 3.7. The parameters used in the simulations 
are listed in Table 2.

We set up a blockchain network with 10 chains, 
in which four chains were randomly selected as kill 
chains and the others were mask chains. When net‐
work users were selected as miners to create blocks, 
they were divided into four types.

Trusted miners always create true blocks on all 
chains, while ordinary attackers always create false 
blocks on all chains. Normal DMB attackers create 
only false blocks on kill chains, but they behave well 
on mask chains. Intensive DMB attackers alternately 
create true or false blocks on kill chains.

5.2  Simulation results

We set up the peer-to-peer consensus process of 
the blockchain network and performed eight simula‐
tions to validate the effectiveness of PoDT. Simula‐
tions 5–8 are described in Section 2 of the supple‐
mentary materials.

The first three simulations were performed in a 
cycle-based fashion to further analyze DMB attacks 
and show the performance of PoDT’s two-level defense 
scheme, which includes DiscTrust and DBP.

In the first simulation, we compared DMB attacks 
with ordinary attacks in terms of the global trust value. 
We chose an attacker from each of the three types of 
malicious users. As shown in Fig. 6, the global trust 
value of an ordinary attacker was far below the thresh‐
old θ. Thus, ordinary attackers could be easily detected 
by trust management. Along with 200 cycles, both the 
ordinary and intensive DMB attackers had a global 
trust value far above the threshold θ. As a result, com‐
mon trust management systems would find it difficult 
to detect attackers.

To distinguish between normal and intensive DMB 
attackers, we randomly selected two kill chains and 
further observed their local trust values. As shown in 
Fig. 7, the local trust value of a normal DMB attacker 
was far below the threshold θ on kill chains, while the 
local trust value of an intensive DMB attacker was far 
above the threshold θ.

To perform simulations better, it was necessary 
to select a rational value of θ. As gti∈[0, 1] and ltij∈[0, 1], 
θ could be considered from the three types of optional 
states (low, medium, and high). Then, we could per‐
form the first simulation under the three types of op‐
tional states of θ, in which 0.3, 0.5, and 0.8 denoted 

Table 2  Description of parameters used in the simulations

Parameter

Nu

Nc

θ

ξ1

ξ2

Ncyc

Description

Number of users

Number of chains

Threshold of the trust value

Trust warning line

High trust line

Number of cycles

Default value

1000

10

0.5

0.1

0.4

200

Fig. 6  Global trust values of different attackers: (a) θ=0.3; (b) θ=0.5; (c) θ=0.8
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the low, medium, and high states of θ, respectively. If θ 
is overly low, such as 0.3, it is easy for an attacker to 
pretend to be a high truster. If θ is overly high, such 
as 0.8, some users’ accidental errors may cause them 
to be misjudged as low trusters. As shown in Figs. 6 
and 7, there was no significant difference between the 
results of the trust value simulation for those with θ=
0.5 and those with θ =0.8. Therefore, the rational 
value of θ was selected as 0.5 in the simulations.

Malicious users launch DMB attacks to increase 
their trust value, which may lead to a large number of 
malicious responses at each cycle. The DMB malicious 
responses may result in an unnecessary waste of net‐
work resources. So, reducing these malicious responses 
is the best approach for suppressing DMB attacks.

In the second simulation, we validated the per‐
formance of the DiscTrust scheme in reducing normal 
DMB malicious responses and the DBP scheme in 
reducing intensive DMB malicious responses.

Two trust evaluation schemes, Baseline and 
DiscTrust, were compared. As shown in Fig. 8, the 
number of normal DMB malicious responses of Base‐
line was much larger than that of DiscTrust. In the 
Baseline scheme, the trust value of each user was eval‐
uated by his/her previous behaviors on all chains. In the 
DiscTrust scheme, the trust value of each user should be 
evaluated by considering his/her previous behaviors on 
different chains. Without any such trust evaluation mea‐
sure in the Baseline scheme, the local trust value of nor‐
mal DMB attackers slowly decreased and they can ob‐
tain more opportunities to launch DMB attacks, result‐
ing in the most malicious responses. With the DiscTrust 
scheme, normal DMB attackers were prevented from 
joining the chain miners because of their lower trust 
value, thus suppressing malicious responses.

We also compared the DiscTrust scheme with or 
without DBP. To further detect intensive DMB attack‐
ers, DBP is a dynamic behavior prediction scheme based 
on DiscTrust. As shown in Fig. 9, DBP could sup‐
press intensive DMB malicious responses effectively, 
since it can predict intensive DMB attackers based on 
their experience.

Fig. 9  Suppressing intensive diverse miner behavior (DMB) 
malicious responses

Fig. 8  Suppressing normal diverse miner behavior (DMB) 
malicious responses

Fig. 7  Local trust values of different diverse miner behavior (DMB) attackers on kill chains: (a) θ=0.3; (b) θ=0.5; (c) θ=0.8
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In the third simulation, we further evaluated the per‐
formance of the two-level defense scheme in suppress‐
ing the attack success ratio. Without loss of generality, 
the success rate of attacks was defined as the ratio of 
the number of false blocks successfully created by 
DMB attackers in each cycle to the number of newly 
created blocks.

As shown in Fig. 10, the normal DMB attack 
success ratio in DiscTrust was lower than that in 
Baseline. Under the protection of distinctive trust 
evaluation, normal DMB attackers could be effec‐
tively detected by analyzing their local trust values 
on kill chains, so their attacks could not succeed. As 
shown in Fig. 11, DBP could effectively reduce the 
success ratio of intensive DMB attacks.

How well does DBP detect DMB attackers with 
intensive attacks? As the number of users increased 
from 1000 to 10 000, the detection rate of DBP for 
intensive DMB attackers can generally reach 90% 

(Fig. 12). A better detection rate can be achieved even 
if the percentage of intensive DMB attackers was 50%. 
Even though the number of nodes was increasing, the 
dataset was larger. The DBP scheme can analyze more 
data and increase the detection rate.

In the fourth simulation, we compared PoDT with 
Tendermint (Buchman, 2016) and Proof of Reputa‐

tion (PoR) (Alzahrani and Bulusu, 2018). These two 
common types of consensus schemes are based on 
fair multi-miner participation, where each user can 
fairly compete to become a miner in a blockchain net‐
work. In PoDT, trusted miners participate in the con‐
sensus process. In Tendermint, all nodes are selected 
as miners in the consensus process. In PoR, some 
nodes are randomly selected as miners in the consen‐
sus process.

In the simulation, attackers fell into three cate‐
gories: ordinary attackers, normal DMB attackers, and 
intensive DMB attackers. The numbers of these three 
types of attackers were randomly assigned below a cer‐
tain percentage. We varied the percentage of attackers 
to compare the accuracy.

As shown in Fig. 13, PoDT achieved high accu‐
racy. On mask chains, it had the highest accuracy. 
Even when the accuracy of PoDT dropped slightly 
on the kill chain, it was still better than those of Ten‐
dermint and PoR. From the perspective of the entire 
blockchain network, PoDT was slightly better than 
the others since trust management was considered to 
select honest miners. Although the accuracy of PoDT 
dropped when the percentage of attackers exceeded 
50%, such extreme cases do not occur in real block‐
chain networks.

Fig. 10  Normal diverse miner behavior (DMB) attack success 
ratio

Fig. 11  Intensive diverse miner behavior (DMB) attack 
success ratio

Fig. 12  Detection rate of dynamic behavior prediction (DBP)
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6  Industrial applications

In this paper, we described the existence of DMB 
attack behaviors in multi-chain parallel blockchain 
networks. Traditional single-chain consensus mecha‐
nisms can maintain the accuracy of block creation but 
cannot accurately detect DMB attacks; therefore, we 
proposed a multi-chain consensus mechanism named 
PoDT.

After a thorough analysis, we found that the pro‐
posed PoDT scheme could be applied to scenarios 
involving multi-chain consensus security, such as medi‐
cine, electricity, finance, and manufacturing. For exam‐
ple, in a medical scenario, it could help build a medical 
data-sharing alliance to overcome the “data island” in 
healthcare (see supplementary materials, Section 3).

7  Conclusions and future work

In this paper, we proposed an advanced consen‐
sus scheme named PoDT for a multi-chain environ‐
ment to defend against DMB attacks in blockchain 
networks. Two types of DMB attacks can be launched: 
normal and intensive. With the help of local trust 
values, DiscTrust was introduced to detect normal 
DMB attackers since they always behave viciously on 
kill chains. Even if intensive DMB attackers have the 
ability to maintain high trust on kill chains, the DBP 
scheme can strengthen DiscTrust to detect them. On 
this basis, three algorithms were designed to select 
trusted miners for multi-chain environments. Simula‐
tion results showed that our scheme is secure against 
DMB attacks in multi-chain environments. More impor‐
tantly, simulation results showed that PoDT is more 

effective than Tendermint and PoR in terms of block 
creation.

Cross-chain technologies can connect multiple 
chains to form an Internet of Chains, which extensively 
expands the application of the blockchain. In future 
work, we will investigate the cloud-assisted Internet 
of Chains for threat intelligence sharing, where our 
PoDT scheme can ensure the security of multi-chain 
consensus.
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